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1. Introduction

IPAdminTool is a utility program for RIVA IP products, including encoders, decoders, and
cameras. The following list provides a brief summary for the feature of this tool.

e Configure IP address, subnet mask, gateway, DNS, and hostname
e Search available IP devices on network

e Show device information

e Update new firmware on single or multiple devices

e Reboot the system remotely

1.1. Requirements

IPAdminTool can be run properly in Windows XP™ or later Windows®.
IPAdminTool.exe and IPAdminTool.dll must be in the same folder, otherwise an error
message is shown as the following figure.

IPAdminTool.exe - Unable To Locate Component 3E

@ This application has Failed to skart because IPAdmInTool. dil was not Found. Re-installing the application may Fix this problem.

Figure 1. Warning message for IPAdminTool.dll

Factory default ID and password for firmware update:
ID —root
PW - pass

1.2. Starting/Installing IPAdminTool

IPAdminTool is software application provided on a CD/DVD/USB device.

1. Insert the provided media into your computer’s CD / DVD drive and open the media in a
Windows Explorer window.

2. Find the IPAdminTool directory on the CD.

3. Copy the IPAdminTool directory with its contents to your computer hard drive.

To start IPAdminTool, run the IPAdminTool.exe file. Then the main page of the tool appears as
Figure 1.3.
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1.3. Menu and button configuration

.. IPAdminTool V397 = | E |
A File Setup Svsteml
B [ IP Setup l [ Update ] l Reboot ] | [ Device Info ] | [ Refresh I l D-
Selected Device :
C Product Name Rack Info IF Address MAC Address Usn Friendly Name Firmware Uptime l =
1CH Network Encoder 192.168.56.73 00:13:23:04:38:49 A40043849 1.06.03 03,22:05 L
1CH Network Encoder 192.168.18.127 00:13:23:04:12:7F 95004127F 1.06.03 03,01:20 3
1CH Metwark Encader 192.168.52.8 00:13:23:04:34:08 A30043408 1.06.03 00,05:33
1CH Network Encoder 192.168.68.67 00:13:23:04:44:43 ABDD44443 1.06.02 23,03:02
1CH Network Encoder 192.168.20.132 00:13:23:04:14:84 970041484 1.00.07 53,02:19
1CH Network Encader 192.168.16.127 00:13:23:04:10:7F 94004107F 1.06.01 27,22:18
1CH Network Encoder 192.168.51.157 00:13:23:04:33:9D A3004339D 1.02.10 03,01:16
1CH Network Encoder 192.168.19.122 00:13:23:04:13:74 370041374 1.02.01 03,01:20
A= e Ereesiep 192.168.68.158  00:13:23:04:44;9F  AGO04449F 1.06.01 00,02:58
Le etk Encodey 192.168.20.245  00:13:23:04:14:F5  9700414F5 1.02.02 14,22:35
LCE et Enoace 192.168.51.173  00:13:23:04:33:AD  A300433AD 1.06.03 07,04:32
LG ANetworl s noode 192.168.16.226  00:13:23:04:10:E2 9400410E2 1.02.04 29,21:22
1CH Network Camera 192.168.15.144 00:13:23:04:0F:30 940040F30 1.06.02 00,00:03
1GLENetwokCameta 192.168.37.202  00:13:23:04:25:CA  9B0O0425CA 1.02.04 06,22:15
1CH Network Camera 192.168.68.64 00:13:23:04:44:40 AB0044440 1.06.02 23,03:06
1CH Network Camers 24
E [FIFilter  34.163 1P range : [W] Device count : 80 ]

Figure 2. Menus and buttons

Section A

File
Refresh — Refresh the list and get the IP device information.
Exit — Quit this program.

Setup

IP Address — Set IP configuration such as IP address, subnet mask, default gateway, etc.
Friendly name — Set a friendly name for a selected device.

Frequency setting — Set the message sending frequency for MDNS.

System

Update — Update the firmware or any other required files.
Device info — Show the device information.

Reboot — Reboot the device.

Section B

IP Setup - Set the IP configuration such as IP address, subnet mask, default gateway etc.
Update - Upload the firmware or any other required files.

Reboot - Reboot the device.

Device Info— Show the device information.

Refresh — Refresh the list and get the IP devices information.

Section C

Product Name — Product name of your device is displayed. It can be modified by uploading the
brand file involving the product name.

Rack Info — If the scanned device is rack type, the related rack information is displayed.

IP Address — IP Address of your device is displayed.

MAC Address — MAC Address of your device is displayed.
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USN — The unique serial number of your device is displayed.

Friendly name — The friendly name of your device is displayed.

Firmware — The current firmware version of your device is displayed.

Uptime — The passed time since the system is booted (Days: Hours: Minutes).

Section D

Exit — Quit this program.

Section E

Filter — Type any part of numbers or alphabet letters (case sensitive) of device name, IP
address, MAC address, USN, friendly name, or firmware in the Filter box to search the desired
devices.

IP range — Type the IP address range to display devices that are in the IP range to search the
desired devices.

Device count — The total number of scanned devices.

06A.00 www.rivatech.de 5
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2. Scanning Devices

2.1. How to search your device

Before running the IPAdminTool for finding a device, check out if the device is powered on and
connected to the network properly. The IP devices connected to the network and turned on
are automatically scanned on the main page of the too. It re-scans network to keep updating IP
devices on the list every 2 seconds. If required, you can also manually perform the scanning by
pressing the Refresh button.

. IPAdminTool V3.97 oo

File Setup System

[ IP Setup ] [ Update ] { Reboot ] | [Devlc:elnfn]

Selected Device :

Product Namé Rack Info IP Address MAC Address USM Friendly Name Firmware Uptime &
1CH Network Encoder 192.168.56.73 00:13:23:04:38:49  A40043849 1.06.03 03,22:05 L
1CH Network Encoder 192.168.18.127 00:13:23:04:12:7F 95004127F 1.06.03 03,01:20 -
1CH Network Encoder 192.168.52.8 00:13:23:04:34:08  A30043408 1.06.03 00,05:33
1CH Network Encoder 192.168.68.67 00:13:23:04:44:43 AB0044443 1.06.02 23,03:02
1CH Network Encoder 192,168.20.132 00:13:23:04:14:84 970041484 1.00.07 53,02:19
1CH Network Encoder 192.168.16.127 00:13:23:04:10:7F 94004107F 1.06.01 27,22:18
1CH Network Encoder 192.168.51.157 00:13:23:04:33:9D A3004339D 1.02.10 03,01:16
1CH Network Encoder 192.168.19.122 00:13:23:04:13:7A 370041374 1.02.01 03,01:20
1CH Network Encoder 192.168.68.159 00:13:23:04:44:9F  AG004449F 1.06.01 00,02:58
AR M=ok Enones 192.168.20.245  00:13:23:04:14:F5 3700414F5 1.02.02 14,22:35
Iy S 192.168.51.173  00:13:23:04:33:AD  A300433AD 1.06.03 07,04:32
M (s Ereweiy 192.168.16.226  00:13:23:04:10:E2 94004102 1.02.04 29,21:22
1CH Network Camera 192.168.15.144  00:13:23:04:0F:90 940040F90 1.06.02 00,00:03
BERR HiBEmE < ot 192.168.37.202 00:13:23:04:25:CA  OBO0425CA 1.02.04 08,22:15
1CH Network Camera 192.168.68.64 00:13:23:04:44:40 AG0044440 1.06.02 23,03:06
1CH Metwork Camera inm 1c0 94 T4 ARiB.ATAAAR e ABARAnn e + e no Az oA 2

[CIFilter  34.188 IP range : Apply Device count : 80

Figure 3. Scanning by the Refresh button

2.1.1. Viewing video on web page

To see the web page for a device, right-click on a product name and then click Web view from
the short cut menu. To open the web page more simply, just select one or multiple product
names and click the Spacebar on your keyboard.

.. IPAdminTool V39.7 = | B |
File Setup System

1P setup_| | Update ] [ Rreboot | | [ peviceinfo | | [ Refresh | Exit
Selected Device :

Product Name. 1P Address MAC Address usN Friendly Name Firmware Uptime =
1CH Network Encoder 168.56.73 00:13: A40043843 1.06.03 03,22:05 1

1CH Network Encoder == 1168.18.127 00:13:23:0: 95004127F 1.06.03 03,01:20 i

1CH Network Encoder L168.52.8 00:13:23:04: A30043408 1.06.03 00,05:33

1CH Netwerk Encoder Update |168.68.67 00:13:23:0 A60044443 1.06.02 23,03:02

1CH Netwerk Encoder -168.20.132 00:13:23:0: 970041484 1.00.07 53,02:19

1CH Netwerk Enceder HRGE e .168.16.127 00:13:23:0 94004107F 1.06.01 27,22:18

1CH Network Encoder Fincoully Mo -168.51.157 00:13:23:0 A3004339D 1.02.10 03,01:16

1CH Network Encoder E——— .168.19.122 00:13:23:0 970041374 1.02.01 03,01:20

CE L erwac ki Encodes .168.68.159 00:13:23:0. A6004445F 1.06.01 00,02:58

AERE M P e .168.20.245 00:13:23:0 9700414F5 1.02.02 14,22:35

s ok Enedey {exupdats |168.51.173 00:13:23:0 A300433AD 1.06.03 07,04:32

AT T T e .168.16.226 00:13:23:0 3400410E2 1.02.04 29,21:22

1CH Network Camera 192.168.15.144 00:13:23:0 940040F90 1.06.02 00,00:03

dCEiRE Rz kiGame s 192.1686.37.202 00:13:23:0. 9B00425CA 1.02.04 06,22:15

1CH Network Camers 192.168.68.64 00:13:23:0 AG0044440 1.06.02 23,03:06

1CH Network Camera 100 1c0 24 4 An.1z.n2.04.00.00 nBansnase 1+ e ao nz an.in %
[Filter  34.168 1P range : Device count : 80

Figure 4. Web viewing option
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2.1.2. Searching devices with filtering feature

If your network has multiple IP devices and IPAdminTool scans too many devices, you can
easily find the desired device by using the filtering feature. Type any part of numbers or
alphabet letters (case sensitive) of device name, IP address, MAC address, USN, friendly name,
or firmware in the Filter box (e.g. A4, 13.153, A90C, etc.) and click the Apply button.
IPAdminTool will scan IP devices that include typed numbers or letters only. Refer to the
figure below for an example. In this example, all of the IP devices having a letter ‘D’ in the
information are searched.

.
.. IPAdminTool V3.9.7 A = | S
|
File Setup System
IP Setup ] [ Update ] [ Reboot ] | I Device Info ] | [ Refresh ] Exit.
Selected Device :
Product Name Rack Info 1P Address MAC Address USN Friendly Name Firmware Uptime o
1CH Network Encoder 192.168.13.153 00:1C:B8:C0: AS0CO 1.06.01 06,01:30
1CH Network Encoder 192.168.13.164 00:1C:B8:C0: Ad AZ0CO 1.06.01 06,01:29
1CH Network Encoder 192.168.13.118 00:13:23:04:0D}76 920040DF8 1.06.02 16,21:44
1CH Network Encoder 192.168.68.157 00:13:23:04:44; AEUU4449@ 1.06.01 00,03:47
M| 1CH Network Encoder 192.168.18.61 00:13:23:04:33:76 A30043376 @vice;iraccml 1.03.05 28,07:42
1CH Network Encoder 192.168.29.91 00:13:23:04:1D}5B 9500410pB 1.06.03 07,21:29
ICH-@(CdEr 192.168.18.38 00:13:23:04:12:26 950041226 ch@(cder 1.06.03 00,04:52
[#IFiter D ' 1P range : Apply Device count : 7

Figure 5. Device filtering
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2.1.3. Searching devices with IP address range

You can search multiple devices by specifying the IP address range also. Type the IP address
range to display devices that are in the IP range by referring to the following rule.

IP Address Range Filtering Rule

Range input: Start IP Range-End IP Range
IP Range: INT[.INT[.INT[.INTI]]

INT: 0-255

The IP range can be configured with from 1 to 4 integers. The start range value must have the
same number of integers with the end range value (e.g. 10.1-100.100). 1 integer means the
last section of the IP address, 2 integers mean the last two sections of the IP address, and so
on. Refer to the figure below for an example.

File Setup System
[1Psetup | [ update | [ Rebuot | | [ Devicelnfo | | [ Refresh | Exit
Selected Device :
Product Name Rack Info IP Address MAC Address UsnN Friendly Name Firmware Uptime
1CH Network Encoder 192.164.82.233 00:13:23:04:52:E3  AB00452E9 1.06.02 00,00:14
1CH Network Encoder 192.164.82.234 00:13:23:04:52:EA AB00452EA 1.06.02 00,00:16
iE: :ﬁ””i Em:” 192.164.82.232 00:13:23:04:52:E8 ABD0452E3 1.06.02 00,00:16
Ftwork Encoder 200.18480.112 00:13:23:04:52:5 AB0D452E3 1.06.02 00,00:16
[¥] Filter [ 1P range :  80.100-82.300] I Apply Device count : 4

Figure 6. IP range

IP Address Range Filtering Example

IP Range: 80.100-82.300 (Search the devices with last two sections of the IP address.)
Filtered IP address:

192.168.82.233 (0O)

192.168.82.234 (0)

192.168.82.222 (0)

220.182.80.112 (O)

192.168.1.120 (X)

192.168.90.12 (X)

06A.00 www.rivatech.de 8
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2.2. IP management for devices

You can adjust the network setting of a device with IPAdminTool. Select a device from the list
and click the IP Setup button on the upper menu bar or IP Address from the shortcut menu.

r 3]
File Setup iﬁm
IF Setup ! Update [ Reboot ] | [ Device Info ] | [ Refresh Exit
\r 4 == 3
. Firmware Uptime
Selected Device : Encoderl (192.168.82.232)
1.06.02 00,00:14
© DHEP ® Static Local Network information 1.06.02 00,00:16
IPAddress  [TW . 168 . 82 .232 Net1 |[met2z | Met3 RN 00,00:18
1.06.02 00,00:16
Bibneblaskyl 755 255 . 0 . O Client Network Information
Adapter Info:Agere Systems ET-131x PCI-E Gigabit Ethernet Controller
GateW
arettay 192 .188 . D . 1 |pdapter Name:[0502EC43-DECE-4F42-A618-743E845FBFLT}
DNS o 0 o o MAC Address:00e091324del
= ' 5 IP Address:192.168.110.173
Subnet Mask:255.255.255.0
Gateway:192.168.0.1
DNS:164.124.101.2,203.248.240.31
Setup ] [ Cancel
V| Filter IP range : 80.100-82.300] Apply Device count : 4
Figure 7. Network setting

Let the DHCP server get the IP address automatically.

Static
Set the IP address, Subnet Mask, Gateway and DNS manually
requirements.

according to users’ network

06A.00 www.rivatech.de
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2.3. How to check your device Information remotely

The software version information of IP devices can be displayed by selecting the System >
Device Info menu. You can check the information by selecting Device Info from the shortcut

menu.

MName Value

Eth Count 1

Eth Interface etho

IP Address 192.165.14.100
MAC Address 00:13:23:04:0E:64
Subnet Mask 255.255.0.0
Gateway 192.165.0.1

IF Mode static

DNE 0.0.0.0, 0.0.0.0
BootMode normal
SafeFirmware Wersion 0.39.00

Firmware Wersion 1.02.04
Bootloader Version W3.01

Stk 1AM b AN A0 44 ANNaAA4D
<

~

Figure 8. Device information

You can find the device information as below.

Request ID

Device Type
Product Name
Host Name
Ethernet Count
Ethernet Interface
IP Address

MAC Address
Subnet Mask
Gateway

IP mode

DNS

BootMode
Firmware Version
SafeFirmware Version
Bootloader Version
Web URL

Web Port

RTSP Port

Update Port
Uptime

System Key Method
Device Serial
Rack-info
Description

06A.00

www.rivatech.de
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3. Updating Firmware

IPAdminTool provides the firmware update feature for single or multiple IP devices. To update
the firmware for your device, follow the steps described on this chapter.

Stepl. Select IP device(s) to update

Select the device you want for the firmware update from the list and it turns blue. You can
either update a device one by one or update multiple devices at the same time. To update
multiple devices, choose all the devices you want with Ctrl or Shift and click the Update button
on the upper menu as the figure below (The mouse shortcut menu also provides the Update
menu).

_ _ \
. PAdminTaal V397 . b

-
File Setup System
[ IP Setup ] l Update ] l Reboot ] | [ Device Info ] | [ Refresh Exit
Selected Device :
Product Name Rack Info IP Address MAC Address usn Friendly Name Firmware Uptime
i E
a E
1 L4
“Weh view it
Reboat i
1
2
| 1ZH Metwork Encoder 192.166.11.168 1.0 27,01:1e
1CH Network Encoder 1P Address 192.166.12.122 1.02.04 05,16:27
| 1CH Metwork Encoder Friendly Mame 192,166.11.111 1.02.04 07,22:45
| 1CH Metwork Encoder 192.168.12.85 ' Hlox} 1.02.03 27,01:16
| 1CH Metwork Encoder 192.168.18.52 00:13:23:04:12:34 1.02.04 00,02:29
| 1CH Metwork Encoder 192.166.26.73 00:13:23:04:1A:49 1.0z2.03 00,0030
| 1CH Metwork Camera 192.168.22.170 00:13:23:04:16: A4 1.02.03 00,00:30
| 1CH Metwork Camera 192.166.12.136 00:13:23:04:0C:88 1.02.02 101,21:42
| 1CH Metwork Camera Device info 192.168,20.219 00:13:23:04:14:0B 1.02.03 25,05:06
| 1CH Metwork Camera 197.168.16.166 00:13:23:04:10: 46 1.02.04 03,23:05
1CH Metwork Camera 192.168.14.4 (0E: 1.02.04 07,12:53
| 1CH Metwork Camera 192.166.12.35 Halot} 1.02.04 07,22:45
1CH Metwork Camera 192.168.13.164 o001 04:00: A4 1.02.04 10,19:30
| 1CH Metwork Camera 192.166.18.133 00:1 112165 1.00.07 01,12:30
1CH Metwork Camera 192.168.11.122 00:13:23:04:0B:74 1.0z.01 2701116 "
|_1CH Network Camera 107 1£0 94 €4 AN12.92.04.903E ADnn4An2e 1 nenz nznn.01n
[CIFilter  34.168 IP range : Apply Device count : 80
]

Figure 9. Firmware update of multiple devices

Clicking the Update button displays the popup window as below.

'ja FirmwareUpdate Verl.7.4.13840 g
Path : || Browse...
Add | Remove ™ Update all selected devices following the completion of previous update. View log | Setting |
LIRL Status Progress Log file
http ://192.168,111.8%:... Ready... o/0 2010-02-16(11-14) 1921 N
http ://192,168.31.155:... Ready... o/0 2010-02-16{11-14) 192,1
http ://192.168.18.60:443 Ready... o/0 2010-02-16{11-14) 192.1
http ://192.168.15.208: .., Ready... o/0 2010-02-16(11-14) 192.1
http ://192.168.31.165: .., Ready... o/0 2010-02-16{11-14) 192.1
http ://192.168.11.152: .., Ready... o/0 2010-02-16(11-14) 192.1
http ://192.168.111.84: ... Ready... o/0 2010-02-16{11-14) 192.1
[v] http. ://192.168.12.28:443 Ready... o/0 Z010-02-16{11-14] 1921
[¥] hittp- ://192.168.27 4:443 Ready... n/n 2010-02-16(11-14) 192.1 4
< | 4
Update Close

Figure 10. Selected device list

06A.00 www.rivatech.de 11
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Tip. To manually add devices on the firmware update list

Your devices may have been connected to the external network or the mDNS feature may
have been disabled on your device. In this case, you can add the device manually by typing the
IP address for firmware update.

Select any device listed on the IPAdminTool and click the Update button or run
FirmwareUpdate.exe from {SDK root\BIN\TOOLS\AdminTool\. Click the Add button, then the
‘Add device’ window pops up. Select https or http according to your device protocol type. Type
the IP Address you want to update and click the Add button. Then, you can see that the IP
adrress is newly added on the list.

EA FirmwareUpdate Verl.7.4.13840 @
Path : || Browse...
Add Remove [~ Update all selected devices following the completion of previous update. Wiew log ‘ Setting |

URL Status Progress Log file
http://192.168.16.127:80 Ready... o/o0 | 2010-09-24(18-24) 192.16...

Add device S5

URL
[|http:f,-‘ | [192.168.12.179 ]
Add Cancel
Update Close
=

Figure 11. Adding device for firmware update

Tip. To remove devices from the selected list :

If you want to remove the device from the selected list, select the URL check box and click the
Remove button. Then, the selected device is removed.

s 5
EA FirmwareUpdate Verl.7.4.13840 @
Path : || Browse...
Add | Remove [ Update all selected devices following the completion of previous update. View log | Setting |
URL Status Frogress Lag file

Ready... os0 | 2010-02-16{11-17) 192.1
Ready... 0/0 | 2010-02-16{11-17) 192.1
[ 2010-02-16(11-23) 193 .1]

Update Close

Figure 12. Removal of a device

06A.00 www.rivatech.de 12
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Step2. Browse the firmware file and update

Now, if you have selected all the devices you want to update, select the firmware file (file
format: *.pkt) by clicking the Browse button, and then click the Update button. It requires the
log-in authentication as picture below (a). Type the ID and password of administrator
authentication. The factory default is ‘root’ (ID) and ‘pass’ (password). Wait for a few seconds
and the progress bar will show you the current status of update. If the update process is
completed, the ‘All update finish’ message box appears as below.

Login rg|

|https:,-",-"’192 A68.18.60:443

Authen
jin] |r00t
P |****

v Save ID/password

Cancel

Path : |D:\IP Metwork Encoder ¥1.02.03.107 2B INYFIRMWAREYpackage2-v1.02.03-CAP.pkt Browse...

Add | Remove | [~ Update all selected devices following the completion of previous update. View log | Setting |
URL Staty Brogress Log file
https://192,168.,19,20:443( LCCE ol (firmn) Jo10-02-16(11-54) 192.1

FirmwareUpdate

X Finished the update of 1 device(s)
\y - 1 device(s) succeeded
- 0 device(s) Failed

Update Close

Figure 13. Completed firmware update

Step3. Reboot the system

After the firmware update, you should wait for about 1 minute until the device restarts. If your
device is not shown on the scanned list of IPAdminTool even after the update and reboot of
the system, click the Refresh button or try to type the IP address on the Internet Explorer’s
address bar.

06A.00 www.rivatech.de 13
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4.0ther Features

4.1. How to reboot the device remotely

You can reboot the IP device by clicking the Reboot button or the Reboot option from the
shortcut menu. If you choose the Reboot menu, the dialog box (a) appears as shown below.
Then, click the Yes button to log into the device by entering your ID and password as the pop-
up window (b). After that, click the OK button on the pop-up window (c). Now, the device will
get restarted in about 1.5 minutes.

IPAdminTool

&

1CH Metwork Encoder

Do wou really want to reboot the device?

Login g|

|DE\-'iI:E IP : 192.168.111.32

ID ¢ |root
I -o.o.l-

[Jremember ID and password

[ Login l ’ Cancel

(b)

IPAdminTool X

\l) Reboot the device

Figure 14. Device reboot

06A.00 www.rivatech.de 14
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4.2. How to set the retransmit interval for mDNS queries

To set the MDNS message frequency, select Setup > Frequency Setting from the menu. If the
pop-up window appears as below, set the desired frequency and click the Save button to save
the changes.

Frequency setting gl

Set the MDMNS messages frequency.
Frequency @ |4 times(s) every |3 second(s)

(Setting '0' time ; It does not set limits to the number of sending messages)

[ Save ] [ Cancel ]

Figure 15. mDNS frequency

What is mDNS?

The IPAdminTool uses a specific protocol, multicast DNS (mDNS), to get the information of
devices on the network. When the IPAdminTool is run by a user, it sends the packets which
request the answers from devices. The results are shown on each tab of IPAdminTool.

You can adjust the retransmit interval for the mDNS queries in this menu.
As an example above, if you set the frequency as ‘4 times every 3 seconds,” your IPAdminTool
would send out the mDNS queries 4 times in every 3 seconds and you will get the responses

from all devices. If you set the times as ‘0,’ it keeps sending the queries without limit.

If you have completed the setting, click the Refresh button on the main menu of IPAdminTool.
Then, the list will be refreshed according to your frequency setting.

Note 1. Too frequent mDNS queries may result in the increase of the network load.
Note 2. IP address and port number for mDNS is 224.0.0.251:5353.
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